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R |Rapid Response
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iz Initial Developing Integrated Optimizing
(E-Government) (Open) F git t
Policies and T
Compliance
s mpliance ransparency
Digital Capability nefficient Elementary
Public Service Reactive Intermediated
Smart Back
Basic Co-ordinated
Office
Secure &
Efficient Obsolete Fundamental
Infrastructure

Digital
Technology Outdated Standard
Practices 14
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ANsUSLTUAUWSDUAUGINauDVRLUDEVIUNASY lag Gartner
(Digital Government Maturity Model)

Smart
Fully Digital
Data-Centric
Open
E-Gov.
Maturity 1 2 3 5
Level Initial Developing Defined Optimizing
Value Focus mwm " o Lr\:m|c|y| Constituent value Sustainability
Channel Government as a Num-m Truly Automation
Strategy platform multichannel replaces portals
CIO and (New)
Leadership Clo/IcTO CcDO Departments cio
Tec"":",gg’,' SOA oponl .;‘.N":. L FLT T Thingsasdata | Smart machines
?::g;g Mixed Rm;‘:d [TV Padnersourced . Outsourced
Number of data- % data from % decrease of
Key Metrics [% services on kine % open data driven services things services

Figure 8. Digital Government Maturity Model (Source — Gartner (2017))
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NNSUS-LIUADIWUWSDUUDIDVANS [UAU Data & Analytics 18 Gartner
(Data & Analytics Maturity Model)
Level 1 Level 2 Level 3 Level 4 Level 5
Basic Opportunistic Systematic Differentiating Transformational
» Data is not = IT attempts to « Different content | = Executives » D8A is central to
exploited, formalize types are still champion and business strategy
itis used information treated differently communicate
« D8Ais managed | availability « Strategy and best practices
in silos Tequirements vision formed
i = Progress is (five pages)
s aaa | Pampersdiy [ O vaie
is correct culture; « Busi led/ i
inconsistent driven, with CDO |  Investments
| s e magn | e |° SIS
/ * Organizational | * s:&g‘;?:r‘.m 'fzfd';m‘:gel and continually
barriers and lack dily integrated | and innovation, improved
of leadership readny imegre nd linked « Outside-in
* Analysis is ) s Bisinsss and linked across i
ad hoe « Strategy is over it programs perspective
oia Fietand 100 pages; not become D&A * Program mgmt.. |+ CDO sits
information , champions mentplvty for on board
firefighting * Data quality and ongoing synergy
Transactional insight efforts, but » Link to outcome
ran: al still in silos and data used
for ROI
D&A = data and analytics; ROI = return on investment 2017 Gartner, 16
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(Al Maturity Model)
Level 1 Level 2 Level 3 Level 4 Level 5
Awareness Active Operational Systemic Transformational
Al Special Al Al Center Hybrid Al Continuous Al
Interest Group Laboratory of Excellence Organization Orchestration
5 < 5 . Al is pervasive and
Experimentation, Al in production; : : Ry New products and
especially data science | measurable value azm"gg‘;e,‘] ;?:;'Rm’"al LoBs created
Early Al interest, with .
risk of overhyping Ente;irés: data
Early trials; e.g., platform strategy
virtual assistant,
. or predictions l Human and
Exploration Al synergy
with available l ____‘——/
resources T s .
Significantimpact
T Proiects on workforce, Alintegrated into every
— mﬁ’m I roles and skills process, product
Successful ply and service
T Al POCs Al community of C-level ownership of Al
First speculative Al use practice ethics, governance
cases identified (e.g., CoE) and risk management
Anfica Inteligence Maturty Mode
Gartner
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s:9:1 1: DIGITAL HQ s:g:N 2: PROMPT HQ S:g:11 3: SMART HQ
(U 2566 — 2570) (U 2571 - 2575) (U 2576 — 2580)

m
(RTARF Digital Transformation Roadmap)
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NISUSATUA LWL LT i =S
A Fustansueea (DGA)
{Digita Govemment Maturity Model)
nIsUsaRTUWSDUG % <Oy s + ThingsasData + Automation replaces partals
+ TrulyMuttichennd * Smart Machines
AISUSIURTLWSDLUDIFNS Systematic Differentiating Transformational
Tucu Data & Andlytics loe Gartrer + Exogenous data soures are readily ntegrated . i ion & i practices * Datad s i iness strategy
(Data & Analytics Maturity Model) . i i i i + Data& s i for I D * Data P p
NISUSAIUA TLWSBLUBIRNS AlLaboratory Al Center of Excallence Hybrid Al Organization
fudhu Allos Gertner * Experimentation espedally data science * Al in produdtion * Al is pervasive and dnptive
(Al Meturity Model) * Successful AIPOCs * Projeds multiply * Significant mpad on workforee roles and skills
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IT SPENDING AS A PERCENT OF REVENUE, BY INDUSTRY

Cross-Industry Average 33% |

Software Publishing and Internet Services 7%
AY

3
Banking and Finacial Services
Media and Entertainment
Education
Professional Services
Healthcare Providers
Telecommunications
Insurance
Pharmaceuticals, Life Sciences and Medical Products
Utilities
Transportation
' P and E s

Consumer Products

Industrial Manufacturing

Retail and Wholesale

Chemicals

Food and Beverage Processing

Energy

Construction, Materials and Natural Resources

Source: IT Key Metrics Data 2014, Gartner Benchmark Analytics
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Average IT Budget as a Percentage of Revenue

e
T
[ s
[ coex]

[ 231%)

[ 214%]

[ 203%]

166

Banking and securities 7.88%

6.47%

Technology &

Insurance 4.80%

Business and professional services

Education and nonprofits

Travel, media, and hospitality 4.44%

Health care services 4.26%

Energy and resources 2.31%

Manufacturing 2.14%

Consumer business and retail 2.03%

Construction and infrastructure 1.68%

Average for all industries (3.64%)

_I)l ASIAN INSTITUTE OF DIGITAL AND INNOVATION

o)



Feuatuanysal (Final Report)
Tassmsdnvhantnenssussans nesdgyainisnesining

amUasnssudius:uuviuna:lusunsuus:gnd (Application Architecture)

FIGURE 1

Average technology budget as a percentage of revenue

Banking and securities

10.14%

Technology and telecommunications

Business and professional services
51%

Insurance

Health care services

Travel, media, and hospitality

Education and nonprofits
3.70%
Construction and infrastructure
215%

Consumer business and retail

Energy and resources

Manufacturing

Average for allindustries: 4.25%
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List of Major Equipment
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Monitoring & Compliance
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UN Snapshot PCRS
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AMENEAN UN.YN.

5 | |
Coy Coy Coy
Military UniuSub-unit | Numbor of personnel Capability
3x Companies 792
Battalion HQ 40
Total 832
Polico UniuSub-unit | Number of personnel Capability
Formed Police Unit 160 (SWAT embedded, K9, etc)
Police Guard Unit 240
SWAT Team 40
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https://pcrs.un.org/SitePages/Home.aspx
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Organization for PCRS Pledge
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anunsaidngn UN Related | Update on Media
UN Snapshot PCRS AMUWERN LN,
S.No. Category of Numbers Remarks

1. | Combat Vehicles

carriers, wheeled

Infantry Carrier, armed

Command post

2.__| Electrical Equipment

‘Generators (Stationary Type)

76-100 kVA

101-200 kVA

3. | Material handling

Forklift, medium (up to 5 tons)

4. | Medical and dental Equipment

Level 1 hospital

5.__| Support vehicles (military pattern)

Truck, utiity/cargo (2.5 o 5 tons)

List of Major
List of Self Sustainment Equipment
& C iance

Equipment description should follow COE Manual nomenciature
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PCRS Website

https://pcrs.un.org/SitePages/Home.aspx
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Lestet) Procuces b1 U Oeoro
3. | Office T/PCC
4. | Electrical
Organization for PCRS Pledge
List of Major Equil 5. | Minor Engineering
List of Self
6. | EOD T/PCC
Monitoring & Ct 7. | Tentage T/PCC
8. | Accommodation UN
9. | Basic Firefighting T/PCC

capability di

should follow COE Manual nomenclature
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Create New Pledge

= Year: 1 July 2021 - 30 June 2022

Momber Roforance

fosing o) Category Status EditiView
Water Treatment ~ Accepted in

Thailand THA-18/19-336 1ol Level2 o}

Accepted in
Thailand THA-18/19-310 Fiold Hospital  {'ooo £y
Thailand THA-21/22-822 Training Registered ©
Showing 110 3 of 3 entries. Provious | 1 | Next

+Year: 1 July 2020 - 30 June 2021
#Year: 1July 2019 - 30 Juno 2020

#Year: 1 July 2018 - 30 June 2019
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omnisaisinga International Update on Media Ottawa Treaty
Convention on e Rrohitition of s Use; Related The Convention on the Prohibition of the
Stockpiling, Production and Transfer of Anti- Use, Stockpiling, Production and Transfer
Personnel Mines and on their Destruction of Anti-Personnel Mines and on their
g A N = b Destruction, known informally as
ﬂ % @ United Mol e ve'- ASEAN REGIONAL the Ottawa Treaty....
o 3 Nations | % MINE ACTION CENTER
ﬂ\ E 5% o https://en.wikipedia.org/wiki/Ottawa_Treaty
\#

Resolution adopted by the General
Assembly on 12 December 2019

- download

Drafted 18 September 1997

Signed 3 December 1997

Location Ottawa, Ontario, Canada

Effective 1 March 1999

Condition  Ratifications by 40 states

Signatories 133

Parties 164 (Compiete List)!"!

Depositary  Secretary-Generat of the United
Nations

Languages  Arabic, Chinese, English, French,

Russian, and Spanish
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Cybersecurity Framework Components

Sg&iﬁiﬁg% cybersecurity risk is
informative referencesy managed by an
organization and

Describes how

CORE TIERS

degree the risk
managen_\ent
CYBERSECURITY fﬁ?&?ﬁei
e e
FRAMEWORK characteristics

PROFILE

Aligns industry standards and best practices to the
Framework Core in an implementation scenario
Supports prioritization and measurement while

factoring in business needs

Framework Core

2

What processesand assets
need protection?

What safeguards are
available?

What techniques can identify
incidents?

What techniques can contain
impacts of incidents?

What techniques can restore
capabilities?

OITAL 06> RVTATON
Function Category ID
Asset Management ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
Risk Management Strategy ID.RM
Supply Chain Risk Management ID.SC
Identity Management & Access Control PRAC | e Understandable by everyone

Awareness and Training PR.AT
Data Security PR.DS

* Applies to any type of risk
management
_ ¢ Defines the entire breadth of
Maintenance PR.MA

Protective Technology PR.PT cybersecu rity

Comaichnd[Evens DEAE | ¢  Spans both prevention and reaction
Detect Security Continuous Monitoring DE.CM

Detection Processes DE.DP

Information Protection Processes & Procedures PR.IP

Response Planning RS.RP

Communications RS.CO
Analysis RS.AN
Mitigation RS.MI
Improvements RS.IM

Recovery Planning RC.RP

Improvements RC.IM
Communications RC.CO

o
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il
scvmeyreoF
ST o
= S = /I Subcategory Informative References
set Management ID.AM =t
e : ID.BE-1: The organization’s [COBIT 5 APO08.04, APO08.05, AP010.03,
usiness Environment 1D.BE 2 R
role in the supply chainis |APO10.04, AP010.05
Sovemanee 08y identified and ISO/IEC 27001:2013 A.15.1.3, A15.2.1,
Risk Assessment ID.RA communicated 1A.15.2.2
Bisk Mapogsment 3 atekl ol NIST SP 800-53 Rev. 4 CP-2, SA-12
Supply Chain Risk Management 1D.5C ID.BE-2: The organization’s |COBIT 5 AP002.06, APO03.01
{AChy MECReE X BACES PRAC place in critical INIST SP 800-53 Rev. 4 PM-8
Conhp) - infrastructure and its
Awprenesanduske ERAT industry sector is identified
Data Security PRDS and communicated
Information Protection Processes& PRIP
Procedures N
Maintenance PRMA ID.BE-3: Priorities for |COBIT 5 APO02.01, APO02.06, APO03.01
Protective Technology PRPT organizational mission, ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6
AnomaliesandEvents DEAE objectives, and activities  IN|ST SP 800-53 Rev. 4 PM-11, SA-14
Detect  |SecurityContinuous Monitoring DECM are estal_)l:shed and
communicated
Detection Processes DE.DP
Response Planning RS.RP ID.BE-4: Dependencies and |ISO/IEC 27001:2013 A.11.2.2, A.11.2.3,
Communications RS.CO critical functions for 1A.12.1.3
Analysis RS.AN delivery of critical services |NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11,
Mitigation RS.MI are established PM-8, SA-14
Improvements RS.IM
- ID.BE-5: Resilience |COBIT 5 DSS04.02
Sl = requirements to support  [ISO/IEC 27001:2013 A.11.1.4, A17.1.1,
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Implementation Tiers

1 2 3 4
Partial Risk Informed | Repeatable | Adaptive

Risk The functionality and repeatability of cybersecurity risk
Management
management
Process

Integrated Risk The extent to which cybersecurity is considered in

M
anagement broader risk management decisions
Program
External The degree to which the organization:
Participation * monitors and manages supply chain risk

* benefits my sharing or receiving information from
outside parties

NIST Cybersecurity Framework Profiles

Customization of Fusion of Alignment of Basis for Decision
the Core for a business/mission cybersecurity assessment and support tool for
given sector, logic and requirements with  expressing target  cybersecurity risk
subsector, or cybersecurity operational state management
organization outcomes methodologies

Communicate
about cybersecurity risk

Source (adapted): Tho Framowork for Improving
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NIST Cybersecurity Framework Profiles

Current

0T A

(Outcomes an (Where an organization or (Where an organization or
organization or industry industry is today) industry would like to be)
may wish to achieve)

whnansauwanuinaslssans lowes szoz 5 9

NIST Cybersecurity nestiymmInesrining N
Framework

YHAUANMUNWIDN

vaoilaa Aon
1 )
vnyw. flaam S
—_— aamadnefiu Subcategory u NIST  damadsi Subcategory Tu
Cyber Securty Fraemmwork V.1.1 | NIST Cyber Securty Fraemvwork
stwnion fovas 30 V.11 atnovla favaz 60

un.w. o fam |

aamadaafiy Subcategory Tu NIST  aamadaefi Subcategory Tu

_— Cyber Secuty Fraemwork V.11 NIST Cyber Securty Fraemmork | N
stwian fauaz 30 V.11 atevlan fovaz 60

L. o

un,
aamadaafiu Subcategory Tu NIS

i i
_— Cyber Seauty Fr: X
suwian fauas 30

vo.w. flaam
aamadiosfiu Subcategory Tu NIST

y A Gyber Seaurty
auniao favas 30 V.11 adwvan favas 60

i

.y, fiaawm . fam
Aaaadasfu Subcategory Tu NIST | damadiasfiu Subcategory Tu
Cyber Securty Fraemwork V.11 NIST Cyber
suwian favaz 30 V.11 adhovian fanaz 60
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Center for Internet Security (CIS) Critical Security Controls (CIS
Controls)

Inventory and Control of 10. Malware Defenses
Enterprise Assets 11. Data Recovery

Inventory and Control of
Software Assets 12. ,ltlﬁztr\:\;%rgnllrgrr]etastructure

Data Protection 13. Network Monitoring and
Secure Configuration of Defense

Enterprise Assets and Software 14. Security Awareness sand Skills
Account Management Training

Access Control Management 15. Service Provider Management
Continuous Vulnerability 16. Application Software Security

Management 17. Incident Response
Audit Log Management Management

Email Web Browser Protections 18. Penetration Testing

©2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED. FOR LIMITED RELEASE TO ALL U.S. GOVERNMENT, AND TO GOVERNMENT OF THAILAND CIVIL AUTHORITIES AND
MITRE  CWIL CRITICAL INFRASTRUCTURE REPRESENTATIVES

Summary of The Profile Process: From Identifying
Objectives to Acting to Achieve Them

= * Identify and describe
M;‘s;lon and 18 Determine relative priority in
- context
 Identify privacy subset

U C S © Align with objectives

(S 1TVLHEI « Prioritize for each objective
* Prioritize for each objective
* Map additional Informative

References
[«TTICAZ LI * Craft supporting narrative and
Document guidance for implementation
* Apply Profile(s) to enterprise risk
management functions

: R:'m::s « Align what you do with priorities
icul. i Profil
b B articulated in your Profile(s)
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Identify Activities

Asset Managem

Business Environment
Governance

Risk Assessment

Risk Management strategy

Supply Chain Risk Management

Identify

1% ° o a a a P § a @ P @ ™
myszyamMwadon MamaudilanTun niwens uszfianTsunudey leuimssamanuFssiunuiueg
Unoansloues

1.1 MIuSMIsIamMININIFU (Asset Management; AM) - Taya Yaans qﬂnirﬁ U @Tao'lﬁ?umﬁ:qua:imnﬁ
o @ Ao o o o
aueuieyisuRUSIU I sraadvasading

1.2 MIMAUMIATNIFOUFNWUIARDN (Business Environment; BE) - N33 i’mqﬂs:aoﬁ ;rehu'l,ﬁa'sutﬁﬂ uas
fanTsudmanvadasnng

1.3 Mymniugua (Governance; GV) - uluwny Tuaau uaznszIwmIMIsamMIuazianudaimuadungszioy
NYUNY ANLEY FIwredey waemsyJudanu

1.4 MIaTageuualszduanuiioduniotny (Risk Assessment; RA) - anuitnlaluannauiossnuanusiung
Uneanslmuainddensdiinen

1.5 MIMMUANAYNFUTAITIAM IANMALELY (Risk Management Strategy; RM) - MIdaLaud1ay anududi
o Y o o A o v a
vawilldvasasdnsliifaaiuauuniaoaaiuly

1.6 n‘lsu?mﬁ'ﬂn'nﬂ'nmﬁmmﬂqiqﬂmu (Supply Chain Risk Management; SC) -81aUAMNEAYU8INMIBONTY
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Protect Activities

Access Control

Awareness and Training

Data Security

Information Protection
Processes and Procedures

Maintenance

Protective Technology

2
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Tomaifinaando

2.1 ARUANIAINITAILANNILI A (Access Control; AC) — MILTITINTA FRuLAZRISIMILAN
a:mnﬁLﬁﬂ'simmw*x:;j’lfﬁﬁ'l@Tfumqsty’m

2.2 NMIEINANMNATEUWNUAZASHNDLTH (Awareness and Training; AT) — qﬂmmmaamﬁm
ledsunseusamiasisnnuaszninduauuaslasantlmued

2.3 MImuwaANNNWAILABANBUDITDAYA (Data Security; DS): Tayauaziufin ldsunsdanisi
¥ ar { A Qs v ¥ ¥
saaAdpINUNAgNIANULABITaasanTRaLnasnuaD Anwauysal wazanuwiauldinuuesdays

2.4 N321UIWNN51N TN (Maintenance; MA): N3z12%N13 35MILNTIINHIUAZNITOULTH LU
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Cyber threat intelligence L)
y g il
AT oF
oL wSATON
*o
. %
Cyber Threat Intelligence Program ; enisa
~
@ @ ;
Strategic & w & Tatical
Regulator et Groups i
o Senior Mgt. @ E}_l, Community ®
R
e Threat Intel El Feeds @
@ Board (nm.". E Platforms Intel ™ ISAC L]
Feci 5.
' Business ’*\ & YARA
DPO cn Business Goals s A Rules Intel
OSINT Providers
Brief  Applications  Risk 2 Pattern
Strategy Pariane Matching
Requirements
Resources Stakeholders
Policy Policy Security Incident Incident Incident
Tani Mgt Policies Reports  Mangt Tool Response
Scope Team
-
= 4 § Sightings
Re‘:lster :ﬂ; H \ boc Anaiytical
I‘-“C‘Tll"u T \? \ % Logs Models
ok Mgt & ssses = 3 |Adversarial . e
= Configurati ata 2 s
ann vt 3 \Behwbw SIEM Course of
i
Vulnerability & Horey ks
Software Firewall Mgt 3 Pots TTPs SOC Agents
Development rules 2
LT 5 ‘, loCs Blue/red
ys and Ne = &
Admins £ { :""" —
. Architects R e .
Technical 8 Operational
CTl Process

CONTINUOUS
RISK
MONITORING

ALERTING AND
REPORTING

QO
N\

Cyber threat intelligence

CYBER
RISK
PROFILING

THREAT
DATA
COLLECTION

IN-DEPTH
ANALYSIS

|

telligence-knowsyour-enemy

Automated
Correlation

ijects
to analyze

E URLs
P

CTI Lookup
lelgcll

Web Service

Sources

Kaspersky Security
Network

Domains Security Partners

IP addresses Spam Traps

Networks of sensors|
Hashes

Web crawlers

Threat - Is it malicious?

names

- What is it exploiting? Botnet monitorin

- What relationships
does it have?

- Are we vulnerable?

kenyaengineer.co.ke/forescout-announces-vedere-
-deliver-data-powered-threat-intelligence/

labs-
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Zero Trust Architecture @—%

Asun
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Policy
Decision
5 — Point
Policy Administrator (PDP)

Policy Engine

Industry
Compliance

Threat
Intelligence

Policy Enforcement
Point (PEP)

Activity Logs

*Continuous Diagnostics and Mitigation (CDM)

Reference: NIST Special Publication 800-207 — Zero Trust Architecture
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Detect Activities

Anomalies and Events
Security Continuous Monitoring
Detection Processes
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3.1 msmaﬁumqmszﬁua:mmﬁ@ﬂnﬁ (Anomalies and Events; AE) - N32LI%NTATI29U
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3.2 MIaTIFaUMuANUNUaIlaaanuat1IdaLias (Security Continuous Monitoring; CM) -
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3.3 NITLIUNNIATIAIU (Detection Processes; DP) - NITLIUNNTLAZIUABUNITATIIIL IAITLNNT
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Respond Activities

Response Planning
Communications
Analysis

Mitigation
Improvements
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4.1 MFINUNWNNIADUEUEYS (Response Planning: RP) - N3ZLIUMILazIwaawnsnauauedfilelums
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4.2 N389813 (Communications; CO) - LADUSZEWINUALNIINUALITE MINBUEHEINTT
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4.3 MYATIEA (Analysis; AN) - M3taTzsafiinnmsialiusileindnisaouanasfidyssansnnuas
sluayBAINIINNINAY

4.4 NINUANQUALAIING (Mitigation; MI) - msmuqmhn”maummmm@wamwuﬁlﬁm‘fu AanTsu
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Recover Activities

Recovery Planning
Improvements
Communications
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Detect and Respond to a Data Integrity Event =@)|)|I
The National Cybersecurity Center of
Excellence (NCCoE) at NIST built a @%
laboratory environment to explore
methods to effectively detect and B (Fanewons
respond to a data integrity event in ‘%’ "
various information technology (IT) < =

enterprise environments, to immediately
react to the event in an effort to prevent
a complete compromise.

This NIST Cybersecurity Practice Guide “
demonstrates how organizations can

develop and implement appropriate 2 iﬁﬁ%ﬁ?
actions during a detected data integrity ?;’ '
o ~
3

NIST SPECIAL PUBLICATION 1800-26
Data Integrity: Detecting and Responding to
Ransormware and Other Destructive Evertt

cybersecurity event.
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DI Reference Design Cybersecurity Framework Core Components Map (1/2)

Function

PROTECT (PR)

DETECT (DE)

Cybersecurity Frameworkvl 1

Category

Subcategory

NIST SP

800-53 R4

DataSecurity PR.DS-6: Integrity checking SC16,:9177,
PR.DS) ’
mechanisms are used to
VET.’ ?mwatr.e’ f,"Twa,,[e' A14.13, | OM-DTA0O]
and information integrity. A14.2.4
DE.AE-1: A baseline of A12.1.1,
network operations and A12.1.2,
expected dataflows for | AC4 CA3, | a13.11,
P-)
users and systems is CM-2, 51-4 A13.1.2 SEARGO0Y
established and managed.
DE.AE-2: Detected events
areanalyzed to understand Al124.1,
attacktar- getsand AU-6, CA-7, A.16.1.1, | PR-CDA-001
2 methods. IR-4, SI-4 Al16.1.4
Anomalies and
Events (DE.AE)
DE.AE-3:Event dataare | AU-6,CA7, | Al124.1,
collected and correlated IR4,IR-5, Al16.1.7 CO-0PS-001,
from multiple sources and IR-8, 514 PR-CIR-001
5ensors.
AE-4: 1 " i CP2, R4, | A16.1.4
DE.AE-4: Impact of events is| i PRANF-001
determined. >
DE.AE-5: Incident alert IR4,1R5, ALGLS PR-CIR-001
thresholds are established. IRS

DETECT
(DE)

atego ateg
DE.CM-1:The network is
monitored to detect AC-2, AU-12,
potential cybersecurity CA-7, CM-3, - OM-NET-001
events. SC-5, SC-7, Si-4
i DE.CM-3: Personnel activity is
Security monitored to detect potential | AC-2, AU-12, A12.41
Continuous cybersecurity events. AU-13, CA-7, A12.4.3
Monitoring CM-10, CM-11 e AN-TWA-001
DE.CM)
DE.CM-4: Malicious code is
detected. S1-3, 51-8 Al12.2.1 SP-DEV-001
DE.CM-5: Unauthorized mobile SRS Pt
code is detected. -18, 514, gl -
sc-44 aoiez, | SROEVOOL
DE.CM-7: Monitoring for AU-12, CA-7, A12.41
unauthquzed personnel, CM-3, CM-8, A14.27, AN-TWA-001
connections, devices, and PE-3, PE-6, A15.2.1
software is performed. PE-20, SI-4 TR,
Detection DE.DP-2: Detection activities AC-25, CA-2, A.18.1.4,
Processes comply with all applicable CA-7, SA-18, A18.2.2, PR-CDA-001
DE.DP) requirements. Si-4, PM-14 A18.2.3

DI Reference Design Cybersecurity Framework Core Components Map (2/2)

Function

Cybersecurity Framework v1.1
Category Subcategory
Response RS.RP-1: Response plan is
Planning executed during or after an CP-2, CP-10,
(RS.RP) incident. IR-4, IR-8 Ade.L5 PR-CIR-001
RS.CO-2: Incidents are reported
Communications |consistent with established criteria A.6.13,
IN-FOR-002
(RS.CO) AU-6, IR-6, IR-8 A16.1.2
RS.AN-1: Notifications AU-6, CA-7, Al124.1,
from detection systems IR-4, IR-5, A12.4.3, PR-CDA-001
are investigated. PE-6, SI-4 A.16.1.5
RESPOND (RS, -2: i
(RS) RS..AI’\.I 2: Tf.\e impact of the A.16.1.4, PR-CIR-001
incident is understood. CP-2,IR-4 A16.1.6
Analysis -
(RS.AN) RS.AN-3: Forensics are AU-7, IR-4 A16.17 IN-FOR-002
performed. e R
RS.AN-4: Incidents are
categorized consistent with
response plans. CP-2, IR-4,
s A16.1.4 PR-CIR-001
RS.MI-1: Incidents are A12.2.1,
- 2 PR-CIR-
Mitigation contained. st A.16.1.5 CIH002
(RS.MI) RS.MI-2: Incidents are A12.2.1,
mitigated. R4 A.16.1.5 PRCIR00L

OCc
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DI Detect & Respond High-Level Architecture -_@l)ll

. Integrity monitoring provides capabilities for
comparing current system states against
established baselines.

« Event detection providescapabilities for

Architecture describes the usage scenarios supported by
project security platforms, including Cybersecurity
Framework functions supported by each component

(in the next slide). detecting ongoingevents and can be composed
of intrusion detection, malware detection, user
anomaly detection, and others, dependingon

i i — s & the established threat model of the
2 Securlty orgatﬂzation. '
-------------- Logging s « Logging records and stores all the log files

produced by componentswithin the enterprise.
. Forensics/analytics providesthe capability to
i probe/analyze logs and machines within the
i enterprise to learn from DI events.
« Mitigation and containmentallowsresponding
to DI events by containingand limitingthe

Mitigation and
Containment

Data Domain

Enterprise
Components

i
i
i
i
i
|

Forensics/Analytics

~ - threat’s ability to affect the system.
Legend . Reportingprovides the capability to report on
=P Detected Events = = = = - Mitigation Actions - - Anomaly Detection

- Integrity Logi s i e all activities within the enterprise and within
wmUder Intraction the reference architecture for analysisby a
security team.

Products and Technologies (1/3) Ql)“

ASUAN INSTITUTE OF
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Component Product Function Cybersecurity

Framework
Subcategories
PR.DS-6, DE.AE-1,

Tripwire Enterprise v8.7 « Provides file hashes and integrity checks for files and

Integrity Semperis Directory Ser- vices software, regardless of file type. DE.CM-3, DE.CM-7
Monitoring Protector (DSP) v2.7 - Provides integrity monitoring for data.
« Provides integrity monitoring for Active Directory.
Cisco Advanced Malware - Provides the ability to receive information about new DE.AE-3, DE.CM-1,
Protection (AMP) v5.4 threats. DE.CM-4, DE.CM-5,
Glasswall FileTrust ATP for « Provides the ability to statically detect malicious DE.CM-7
Email v6.90.2.5 software.
Cisco Stealthwatch v7.0.0
Semperis DSP v2.7 « Provides ability to dynamically detect malicious
Event Detection software.

« Provides ability to detect malicious email attachments.

« Provides ability to scan the network for anomalies.

« Provides the ability to monitor user behavior for
anomalies.

« Provides ability to scan email attachments for deviations
from file type specifications or organizational policy.

) o&¢
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Products and Technologies (2/3)

Product Function

Component

Cybersecurity
Framework
Subcategories

Logging

Micro Focus ArcSight
Enterprise Security
Manager (ESM) v7.0

«+ Provides auditing and logging capabilities

configurable to organizational policy.

+ Correlates logs of cybersecurity events with

DE.AE-1, DE.AE-3,
DE.AE-4, DE.CM-1,
DE.CM-3, DE.CM-7,

Patch 2 user information. RS.AN-2
Tripwire Log Center - Provides automation for logging.
v7.3.1

Forensics/Analytics | Cisco AMP v5.4 - Provides forensics to track effects of malware | DE.AE-2, DE.AE-4,
Symantec Security Ana- retrospectively. DE.CM-1, RS.RP-1,
lytics v8.0.1 « Provides network traffic analysis. RS.AN-1, RS.AN-2,

Micro Focus ArcSight RS.AN-3
ESM v7.0 Patch 2

Symantec Information
Centric Analytics (ICA)

v6.5.2

Provides ability to analyze files sent over the
network.

Provides analysis capabilities for finding
anomalies in enterprise activity.

Products and Technologies (3/3)

Product Function Cybersecurity
Framework
Subcategories
DE.CM-5, RS.RP-1,

RS.MI-1, RS.MI-2

Component

Cisco AMP v5.4
Cisco Identity Services Engine (ISE)

Provides ability to sandbox files locally.
Provides ability to enforce policy across

Mitigation and
Containment

v2.4 the enterprise.
Glasswall FileTrust ATP for Email « Provides ability to quarantine devices
v6.90.2.5

across the enterprise.

Provides ability to sanitize files

through file reconstruction.

Provides ability to revert changes to

domain services.

Provides ability to send security alerts

based on organizational policy.

Provides ability to provide reports of

enterprise health.

« Provides ability to provide reports of
malware detection across the
enterprise.

Semperis DSP v2.7

Reporting Micro Focus ArcSight ESM v7.0

Patch2

.

DE.AE-5, RS.RP-1,
RS.CO-2

Olcts)
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Defender’s Challenges

The attack surface Attackers are becoming Existing strategies &
is expanding more sophisticated controls are failing

Security teams need Teams need Tools & processes
comprehensive Visibility from to increase experience must adapt to
endpoint to cloud & efficiency today’s threats
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Blind Spots in Threat Detection & Response

ONLY 24% ONLY 8% ONLY 11%
Have Visibility into Attacks Can Quickly Detect Attacks Can Quickly Investigate Attacks

8%

msysanmssanuazgudiasiuiaanamanielauasnasyinine @)ﬁ'
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Evolution of Threat Actors &
Threat Actors Detection Implications

Blocked\
Session

Blocked
Session

Blocked
Session

Firewall

Now, successful ATTACK CAMPAIGNS

IDS/IPS target any and all whitespace.

AntiVirus
- Complete visibility into every process and network
sessions is required to eradicate the attacker

opportunity.

Alert

Endpoint Visibility process

Unified platform for advanced threat

Network detection & investigations

Network Visibility — FYSY

Corporate Assets
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Monitoring
15%

Response
5%

Prevention
80%

Today's
Priorities

Resource Shift Needed: Budgets & People

Monitoring

33%

Prevention
- 33%

Requirements

2
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Response
33%

Future
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Identify i

Protect

newsess

Respond

Recover
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I %% NIST Cybersecurity Framework
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syuupaniames deyaduiiieidesivssuuneniames nindduwasdin Identify—Deveop the organzaonal undersanding to manage
. cybersecurity risk to systems, assets, data and capabilities.
AN U.ua‘“éﬂﬂa Protect—Develop and implement the appropriate safeguards to
o JE oyl PROTECT ensure delivery of critical infrastructure senvices.
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¥ Detect—Develop and implement the appropriate activities to
identify the occurrence of a cybersecurity event.
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RESPOND take action regarding a detected cybersecurity event.
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maintain plans for resilience and to restore any capabiliies or
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NIST SP 800-82r3 ipd Guide to Operational Technology (OT) Security

Possible incidents an OT system may face include the following:

* Blocked or delayed flow of information through OT networks, which could disrupt

OT operation.

* Unauthorized changes to instructions, commands, or alarm thresholds, which could

damage, disable, or shut down equipment, create environmental impacts, and/or
endanger human life.

* Inaccurate information sent to system operators, either to disguise unauthorized
changes or to cause operators to initiate inappropriate actions, which could have
various negative effects.

* Modified OT software or configuration settings, or OT software infected with
malware, which could have various negative effects.

* Interference with the operation of equipment protection systems, which could
endanger costly and difficult-to-replace equipment.

* Interference with the operation of safety systems, which could endanger human life.

2

NIST SP 800-82r3 ipd Guide to Operational Technology (OT) Security
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Major security objectives for an OT implementation should include the

following:

* Restrict logical access to the OT network, network activity, and systems.
* Restrict physical access to the OT network and devices.

* Protect individual OT components from exploitation.

* Restrict unauthorized modification of data.

* Detect security events and incidents.

* Maintain functionality during adverse conditions.

* Restore the system after an incident.
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Figure 1: Basic operation of a typical OT system
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OT System Design Considerations
* Control Timing Requirements.
* Geographic Distribution.

* Hierarchy.

* Control Complexity.

* Availability.

* Impact of Failures.

» Safety.

48

@) @D
—% ASIAN INSTITUTE OF DIGITAL AND INNOVATION



Feuatuanysal (Final Report)
Tassmsdnvhanntnenssussans nestayrinisnesinlng

NIST SP 800-82r3 ipd Guide to Operational Technology (OT) Security e

=0 2= 1=
B
)\

Microwave, |
or Celiar |

Im][%mmﬁ
@-| [T

Field Site 2 Field Site 3

Figure 2: A general SCADA system layout showing control center devices, communications equipment, and
field sites
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Table 1: Summary of typical differences b IT and OT sy
Category ‘ Information Technology ‘ Operational Technology
Perfopnance ¢ Non-real time ¢ Realtime
Requirements ¢ Response must be consistent. * Response is time-critical.
« High throughput is demanded. * Modest throughput is acceptable.
¢ High delay and jitter may be acceptable. | « High delay and/or jitter is not acceptable.
+ Emergency interaction is less critical. ¢ Response to human and other
« Tightly restricted access control can be emergency interaction is critical.
implemented to the degree necessary o Access to OT should be strictly controlled
for security. but should not hamper or interfere with
human-machine interaction.
Availability * Responses such as rebooting are * Responses such as rebooting may not be
(Reliability) acceptable. acceptable because of process
Requirements o Availability deficiencies can often be availability requirements.
tolerated, depending on the system’s « Availability requirements may necessitate
operational requirements. redundant systems.
o Outages must be planned and scheduled
days/weeks in advance.
o High availability requires exhaustive pre-
deployment testing.
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Category
Risk
Management
Requirements

Information Technology

Manage data

Data confidentiality and integrity is
paramount.

Fauit tolerance is less important —
momentary

downtime is not a major risk.

Major risk impact is delay of business
operations.

perational Technology

Control physical world

Human safety is paramount, followed by
protection of the process.

Fault tolerance is essential; even
momentary downtime may not be
acceptable.

Major risk impacts are regulatory non-
compliance, environmental impacts, and
loss of life, equipment, or production.

System
Operation

Systems are designed for use with
typical OSs.

Upgrades are straightforward with the
availability of automated deployment
tools.

Systems often use differing and possibly
proprietary OSs, sometimes without
security capabilities built in.

Software changes must be carefully
made, usually by software vendors,
because of the specialized control
algorithms and perhaps modified
hardware and software involved.

Resource
Constraints

Systems are specified with enough
resources to support the addition of
third-party applications such as security
solutions.

Systems are designed to support the
intended industrial process and may not
have enough memory and computing
resources to support the addition of
security capabilities

Communications

Standard communications protocols
Primarily wired networks with some
localized wireless capabilities
Typical IT networking practices

Many proprietary and standard
‘communication protocols

Several types of communications media
used, including dedicated wire and
wireless (radio and satellite)

Complex networks that sometimes
require the expertise of control engineers

Change
Management

Software changes are applied in a
timely fashion in the presence of good

Software changes must be thoroug!
tested and deployed incrementally

security policy and The
procedures are often automated.

gl a system to ensure that the
integrity of the OT system is maintained.
OT outages often must be planned and
scheduled days/weeks in advance. OT
may use OSs that are no longer
supported.

Managed
Support

Allow for diversified support styles.

Service support is usually via a single
vendor.

Component
Lifetime

Lifetime on the order of three to five
years

Lifetime on the order of 10 to 15 years

Components
Location

Components are usually local and easy
10 access.

Components can be isolated, remote,
and require extensive physical effort to
gain access to them.

2
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Figure 13: Risk Management Process: Frame, Assess, Respond, Monitor

Figure 14: Risk

Broad-based risk perspective
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Risk Management for OT Systems

Table 3: Possible Definitions for OT Impact Levels Based on Product Produced, Industry, and Security
Concerns

Category High

Significant disruption to
Outage at Muitiple operations at multiple sites
Sites with restoration expected to
require one or more days

Moderate

Operational disruptions at
multiple sites, with
restoration expecting to
require more than one hour

Partially disrupted
operations at multiple sites,
with restoration to full
capability requiring less
than one hour

Little to no impact to

National Impacts multiple sectors or | Potential to impact sector at
Infrastructure and disrupts community a level beyond the ;e;:?;i:fgg:]%;m little to
Services services in a major way company no impact on community
Cost (% of Revenue) BL1l3 > 5% <5%

Felony criminal offense or Misdemeanor criminal
Legal compliance violation offense or compliance None

affecting license to operate | violation resulting in fines
Public Confidence Loss of brand image Loss of customer None

confidence

People Onsite Fatality

Loss of workday or major
injury

First aid or recordable injury

Fatality or major community

EROpICIOTsIEe incident

Complaints or local
community impact

No complaints

Citation by regional agency
or long-term significant
damage over large area

Environment

Citation by local agency

Small, contained release
below reportable limits

D)

Risk Management for OT Systems
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Table 4: Event Likelihood Evaluation

Very Low Low Moderate High Very High
Very High Low Moderate High
Low Moderate Moderate High
Moderate Low Low Moderate Moderate High
Low Low Moderate Moderate
Low Low Low
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ADVERSARIAL

- Crimunal groups

- Bot-network operators

Table 13: Threats to OT

reat Source

Individuals, groups, organizations, or nation-states that seek
to exploit the organization’s dependence on cyber resources
(e.g.. information in electronic form, information and

communications technologies, and the communications and

Characteristics

Capability, Intent,
Targeting

- Privileged User/Administrator

accidentally typing 100 instead of 10 as a set point; engineer
making a change in the production environment while
thinking that they are in the development environment)

B Ha(fkers’hackhvxsts information-handling capabilities provided by those

- Insiders technologies)

- Nations

- Terrorists

ACCIDENTAL Erroneous actions taken by individuals in the course of Range of effects
- User executing their everyday responsibilities (e.g., operator

Type of Threat Source Description Characteristics
STRUCTURAL Failures of equipment, environmental controls, or software Range of effects
- Hardware failure due to aging. resource depletion. or other circumstances

which exceed expected ating parameters. Includes
* f;mzcsaml c‘;‘;zm cans; fanurgs of mnc?msmmeg \l:uhm the control of the
organization.
e Networking equipment
*  Power supply
*  Sensor, final element
«  HMI displays
- Software failure
e OS
e General-purpose applications
e Mission-specific applications
- Environmental controls failure
e Temperature control
*  Humidity control
- Communications degradation
o Wireless
o Wired
ENVIRONMENTAL Natural disasters and failures of critical infrastructures on Range of effects

- Natural or human-caused disaster

* Fire

*  Flood/tsunami

*  Windstorm/tornado

*  Humicane

e Earthquake

* Bombing

e  Animal interference

*  Solar flares, meteorites
- Cnitical Infrastructure failure

*  Telecommunications

e Electnical power

«  Transportation

*  Water/wastewater

which the orgamization depends. but which are outside the
control of the organization

Note: Natural and human-caused disasters can also be
characterized in terms of their severity and/or duration.
However, because the threat source and the threat event are
strongly identified, severity and duration can be included in
the description of the threat event (e.g., Category 5 hurricane
causes extensive damage to the facilities housing mission-
critical systems, making those systems unavailable for three
weeks).
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Vulnerability | escription
Inadequate organizational Risk should be with from
ip of nsk levels within the organization. Lack of understanding of nisk
could lead to under-mitigated scenarios or inadequate funding and
selection of controls.

Inadequate security policy for OT are often into the OT due to
inadequate policies or the lack of policies specifically for OT system
security. Controls and countermeasures should be derived from a risk

ssment or policy. This ensures uniformity and

Inadequate OT security training A documented formal OT security training and awareness program is

and awareness program designed to keep staff up to date on organizational se:unty poh:les and
procedul

res as well as threats, industry cybersecurity stany

recommended practices. Without adequate ongoing lv:-nmg on speclﬁc oT
policies and procedures, staff cannot be expected to maintain a secure OT
environment.

Lack of inventory management
policy

Inventory policy and procedures should include installation, removal, and
changes made to hardware, firmware, and software. An incomplete
to unmanaged and unprotected devices within the OT

inventory could lead
environment.
Lack of configuration management | Lack of policy and for OT can lead
policy o :!em;‘dageabh and hlghly vulnerable inventory of hardware, [T E——— ——
Inadequate incident detection & Incident ion and plans, . and methods are
ot guidelines should be kept up to date and readily 4 A el X
implementation guidelines available. These quidelines are an integral part of security in plan and p: necessary for rapidly incidents, minimizing loss and
the event of an OT preserving evidence for later forensic examination, mitigating the
Lack of Without for enforcing policy, there's limited ability to ensure weaknesses that were exploited, and restoring services. Establishing a
for security policy enforcement security policies bl(mad adequately. Administrative mechanisms incident y includes for
should be in plncsm anomalies, prioritizing the handllng of incidents, and implementing effective
Inadequate review of the Procedures and sdleduies should exist to determine the extent to which methods of collecting, analyzing, and reporting data.
effectiveness of the OT security the security program and its constituent controls are implemented correctly, f f 9
. o intended, and producing the desired outcome with ' o Lack of re:!:ndanw for critical fLaathCkr eof redundancy in critical components could provide single point of
meeting the security for the OT. The pone
sometimes called an “audit,” “evaluation,” or “assessment.” Poiw.y should
address the stage of |he lrfe cycle, purpose, technical expertise,
and leve
No OT-specific contingency plan | A contingency plan (e,g . business continuity plan, disaster recovery plan)
should be prepared, tested, and available in the event of a major hardware
or software failure or destruction of facilities. Lack of a specific plan for the
OT could lead to extended downtimes and production loss.
Lack of adequate access control | Access control enforcement depends on policy that comectly models roles,
policy responsibilities, and authorizations. The policy model must enable the way
the organization functions.
Lack of adequate authentication Authentication policies are needed to define when authentication
policy mechanisms (e.g., passwords, smart cards) must be used, how strong they
must be, and how they must be maintained. Without pohcy systoms mghl
not have conf
to systems more likely. Authentication polscues shodd be developed as pan
of an overall OT security program, taking into account the capabilities of
the OT and its personnel to handle more complex passwords and other o
mechanisms. 27
Table 15: and Design and P C —l)ll
DRITAL 063 RVGHATON
ion of security into the OT architecture and design must start with
security into architecture and budget and for OT. The must address
design the identification and authorization of users, access control mechanism,
network and system and integrity
Inadequate management of The network infrastructure within the OT environment has often been
change allowing insecure developed and modified based on i and
architecture to evolve with little consideration for the potential security impacts of the changes.
Over time, security gaps may have been inadvertently introduced within the
. Without these gaps may represent backdoors
into the OT.
Sensors and controllers that were historically simple devices are now often
manufactured as intelligent devices. In some cases, sensors and
controllers may be replaced with lloT devices which allow direct intemet
connections. Security should be into change for
all OT devices, not just traditional IT components.
No security perimeter defined If the OT does not have a security perimeter clearly defined, it is not
possible to ensure that the necessary security controls are deployed and
configured properly. This can lead to unauthorized access to systems and
data, as well as other problems.
Control networks used for non- Control and non-control traffic have different requirements, such as
control traffic determinism and reliability. Having both types of traffic on a single network
clea'es challenges for meeting the requirements of control traffic. For
trol traffic could that
control traffic needs, causing disruptions in OT functions.
Control network services When IT services such as Domain Name System (DNS) and Dynamic Host
ona trol Protocol (DHCP) are used by control networks, they are
network oﬂen implemented in the IT network. This causes the OT network to
become dependent on the IT network, which may not have the reliability
and availability requirements needed by OT.
Inadequate collection of event data | Forensic analysis d ds on and of ient data.
history Without proper and te data , it might be ible to
determine what caused a security incident to occur. Incidents might go
unnoticed, leading to additional damage and/or disruption. Regular security
monitoring is also needed to identify problems with security controls, such
as misconfigurations and failures.
Event data for an OT environment could include physical process data,
system use data, and network data. 58
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Some controls and control enhancements are useful to many OT environments but are not ASAN BISTITUTE OF
applicable across all OT sectors or architectures. Such controls may have additional OT Security and Privacy Controls for AT MO NONATION.
discussion. These will appear in the individual control tables. Controls and control enhancements ion Systems and O
without baselines are not ncluded in Table 22.
Table 22: Control Baselines o TAsK somce
e INITIAL CONTROL BASELINES.
il CONTROL NAME S
Low. MOD. theH [ e)
AC-1  Poiicy and Procedures AC AC AC
s 820
AC2  Account Management AC2 AC2(1)(2)(3) | AC2(1)(2)(3)(4) N g =
(4)(5) (13) (5)(11)(12) (13)
AC-3  Access Enforcement AC3 AC3 AC3 (11) / Q\
AC4  Information Flow Enforcement Ac4 AC4 (&) \f'!‘ /
ACS  Separation of Duties ACS AC5 e
AC-6 Least Privilege AC-6 (1) (2) (5) AC-6 (1) (2) (3) (5) s et vt o St 300 Lochmotogy
@) (10) (7)(9) (10) s o e e e s
ACT ‘Unsuccesstul Logon Attempts ACT AC7 AC-7
TABLE 1: SECURITY AND PRIVACY CONTROL FAMILIES
AC-8 System Use Notification AC8 AC8 AC8
AC-10  Concument Session Conrol AC-10 1D FAMILY D FAMILY
AC-11  Device Lock ACA1 (1) ACH1 (1) AC | Access Control PE Physical and | P
P = S S AT Awareness and Training PL Planning
AU Audit and Accountability M Program Management
AC-14 Permitted Actions without Identification or AC-14 AC-14 AC-14
Authentication CA h and PS Personnel Security
ACaT Remote Access ACAT(9) ACA7 (1) (2)(3) | ACAT (1) (2) (3) (4) C
@300 ®00 | o PT Pll Processing and Transparency
AC-18  Wireless Access. AC-18 AC8(1)(3) | ACA8 (1, CcP Contingency Planning RA Risk Assessment
TSRy S pres PR AT ® PPy 1A Identification and Authentication SA System and Services Acquisition
IR Incident nse SC System and C: P
AC-20 Use of Extemal Systems AC-20 AC-20 (1) (2) AC-20(1) (2) ¢
MA Sl System and Integrity
A Srmaton Shard Avs! a2l MP Media Protection SR Supply Chain Risk Management
AC22  Publicly Accessible Content Ac22 Ac22 AC22
AT-1  Policy and Procedures AT AT AT-1
59
AT2  Literacy Training and Awareness AT2(2) AT2Q)3)4) | AT2(2) (34
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NIST SP-50 Building an Information Technology Security Awarenéss

and Training Program

This document also describes how to:

* Select awareness and training topics;

* Find sources of awareness and training material;

* Implement awareness and training material, using a variety of methods;

* Evaluate the effectiveness of the program; and

* Update and improve the focus as technology and organizational priorities change.

on®»

Post-Implementation

Designing an Awareness and Training Program
Developing Awareness and Training Material
Implementing the Awareness and Training Program

2

Education integrates all of the security skills
and competencies of the various functional
specialties into a common body of
knowledge . .. and strives to produce IT
security specialists and professionals capable
of vision and pro-active response.

Training

Training strives to produce relevant and
needed security skills and competencies.

Awareness

8= Boginning ',,u S
= Intormediate f /

*A = Advanced

Awareness is not training.

The purpose of awareness presentations is
simply to focus attention on security.
Awareness presentationsare intended to
allow individuals to recognize IT security
concerns and respond accordingly.

Figure 2-1: The IT Security Learning Continuum
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Conducting a Needs Assessment T

* What awareness, training, and/or education are needed (1.e., what 1s required)?
*  What s currently being done to meet these needs?

*  What is the current status regarding how these needs are being addressed (i.e., how well
are current efforts working)?

=  Where are the gaps between the needs and what is being done (i.e., what more needs to be
done)?

,-m,—, LM";J

= Which needs are most critical?

Figure 3-6: Key Questions to be Answered in Performing a Needs Assessment

| Responsibilties ‘- Assessment | WD

,"""9&-;

Figure 3-5: Understanding Overarching Agency-Specific Issues

Program Plan Identified Needs

®car

Existing Coverage

Figure 3-7: Required Awareness and Training Versus Current Effort

L)
B-Developing Training Material "
-peveloping lraining ateria T
]A Model for Building Training Courses: NIST Special Pub. 800-16 \
IT Security Training Matrix - System Administrator
Functional
A B c D E F e NIST Spn‘l;l l’:ll:lk'a;tl(;;nd BDOO—:‘G
M i Im, o 0 evision 1 (3™ Draft)
Training Areas irage | Acaule | Dongn [megen] Rena | ]
Develop | Operate | Evaluate
1. Laws and Regulations Y4 A Role-Based Model for
Federal Information Technology/
— Cybersecurity Training
2. Security Program
2.1, Planning
Patncaa Toth
2.2. Management 220¢ i St Sy Boiin
i =iy
3. System Life Cycle Security fostire s
3 Initiation 320¢ it
3.2. Devel 330V
3. Testand Evaluation —— 340V N
3.4. Implementation 34c¥ | 34pV \ qf‘ j
3.5. Operations 35A¥ 3sc¥ | 3s50¥ e
36. Termination 36D e e o Wi e
0
4. Other
Figure 4-1: Sample IT Security Training Matrix @
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B-Developing Training Material

SN eSTITUTE OF
DRITAL A0 MOVATION
\ A Model for Building Training Courses: NIST Special Pub. 800-16 ]
Appendix B: Knowledge and Skills Catalog = g
AIBENNLNANU
JE2E LT o —————— L S————————] |
Overall Corresponding Knowledge and Skills
[ 2] Skillin both orally and in writing
ov2 Knowledge of | Infc A concepts. E Fvaluate
oV Knowicdge ofthe Rik Mapagemet Framework and ing guidance e M Do et
ov4 Knowledge of the NIST SP 800-53, “Guide for Assessing the Security Controls in Federal Information Information Systems SEL-3 Sk11 SEX-16 St SEX-17
ystems " security controls and c¢ SiS-7 SkI8 1819 SI2§ Si19
X nowledge of technical documents and reports SE28-30 sk23
-6 kil in problem solving S:28-29
= nowledge of quality asursnce Incident Management R
OV- Kill in reasoning technigues I8
X nowledge of awarcness IR-18
OV-10 nowledge of risks introduccd by social media R20
Oov-11 nowledge of cthical standards Secarity RRK RS RV 2033
ov-i2 il in cthical testing and & Of security controls RM:S-6
ov-13 nowledge of ical reasoning RM-19
dvanced Network Technology and Protocols Systems and Applications SAS: 1 -2 SAS-3
ANTP-T Knowkedge of mobie echnologics Security :";;”w iﬁ‘:‘ ©
ANTP2 | Skillin J securing mobile SAS: 32.33
ANTP-3 | Skill in implementing advanced protocols
ANTPS Knowledge of sccurity impacts of advanced network technology and protocols. Network and :g ; ‘I" :g 3-4
ANTPS | Knowldge of how advanced network scrvices and profocols inferact (o provide network communications Secnrey BRE 1631 NrEty
NTS-2§ NTS-S1
ARCH-1 Knowledge of cmbedded systems. :;s&{fl »
ARCH2 Knowledge of digital rights management NTS4$
ARCH-3 Knowledge of VPN secunty NTS-47
ARCHA | SKillin using VPN devices and encryption = NIS 50
ARCIS | Knowledge of IT archilecture concepts and frameworks il 0S: 34 TORy -3
ARCII6___| Knowledge of parallel and distributed computing concepts 1TOS: 10- 11
ARCH-7 Knowledge of remote aceess technology concepts ITOS-13 1T08-20
ARCH-8 Knowledge of the enterprise IT architecture
ARCITS | Knowledge of hods, principlcs, and concepts that support the network infrasiructure
ARCH-10__| Knowledge of computer networking fundamentals
ARCH-TT | Knowlcdge of the common networking protocols, services, and how they Imieract 10 provide network 65
ARCH-12__| Knowledge of routing principles

C-Implementing the Awareness and Training Program

A needs assessment has been conducted;
A strategy has been developed;

An IT security awareness and training program should be implemented only after:

An awareness and training program plan for implementing that strategy has been completed; and
Awareness and training material has been developed.

Figure 5-1: Key Steps Leading to Program Implementation

2

ASIAN ISTITUTE OF
"DIGITAL AND INNOVATION

1 Communicating the Plan
2 Techniques for Delivering Awareness Material
3 Techniques for Delivering Training Material

66
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2
Communicating the Plan . L

Communication of the plan can be mapped to the three implementation models

T (N .

' Program Management ' Program Management
+ All Funding .S I « Needs Assessment W
+ Needs Assessment \ trategy J \ ‘

)
i\ A N

o) e e, PR P | (5= | | (2=

Figure 3-1: Model 1 - Centralized Program Management Figure 3-2: Model 2 - Partially Decentralized Program Management Figure 3-3: Model 3 - Fully Decentralized Program Management

)
Techniques for Delivering Awareness Material R

Techniques an agency may consider include, but are not limited to:

* Messages on awareness tools (e.g., pens, key fobs, post-it notes, notepads, first aid kits, clean-up kits, diskettes
with a message, bookmarks, Frisbees, clocks, “gotcha” cards)

» Posters, “do and don’t lists,” or checklists

* Screensavers and warning banners/messages

* Newsletters

* Desk-to-desk alerts (e.g., a hardcopy, bright-colored, one-page bulletin — either one per desk or routed through
an office — that is distributed through the organization’s mail system)

» Agency wide e-mail messages

* Videotapes

*  Web-based sessions

* Computer-based sessions

» Teleconferencing sessions

* In-person, instructor-led sessions

» IT security days or similar events

* “Brown bag” seminars

* Pop-up calendar with security contact information, monthly security tips, etc.

* Mascots

* Crossword puzzles

* Awards program (e.g., plaques, mugs, letters of appreciation)

®6len
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D-Post-Implementation R

Continuous improvement should always be the theme
for security awareness and training initiatives, as this is
one area where “you can never do enough.”

1 Monitoring Compliance

2 Evaluation and Feedback

3 Managing Change

4 Ongoing Improvement (“Raising the Bar™)
5 Program Success Indicators

Figure 6-1: Key Steps Leading to Post-Implementation

69

2
Evaluation and Feedback r L3

_ ,-m!mq T

Figure 6-2: Evaluation and Feedback Techniques
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2
Managing Change UL

* Managing change is the component of the program designed to ensure
that training/ awareness/education deployments do not become
stagnant and therefore irrelevant to real emerging issues faced by the
organization.

+ It is also designed to address changes in security policy and
procedures reflected in the culture of the agency.

2
Ongoing Improvement (“Raising the Bar”) UL

* This stage of the program is focused on creating a level of security awareness and excellence that
achieves a pervasive security presence in the organization.

* The processes that deliver awareness, training, and education to the workforce should be totally
mtegrated into the overall business strategy.

* A mature security awareness and training program defines a set of metrics for this area, and
automated systems should be in place to support the capture of quantitative data and delivery of
management information to accountable parties on a regular, predefined cycle.

*  Monitoring, follow-up, and corrective procedures are well defined and seamless.

* Finally, in this stage, agencies have incorporatedinto their awareness and training program formal
mechanisms for ongoing research in areas of technology advancement, good practices, and
benchmarking opportunities.
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Program Success Indicators

ASIAN BSTITUTE OF
DIGITAL AND INNOVATION

It is critical that everyone be capable and willing to carry out their assigned security roles in the
organization. In security, the phrase, “Only as strong as the weakest link,” is true.

Listed below are some key indicators to gauge the support for, and acceptance of, the program.

Sufficient funding to implement the agreed-upon strategy.

Appropriate organizational placement to enable those with key responsibilities (CIO, program officials, and IT
security program manager) to effectively implement the strategy.

Support for broad distribution (e.g., web, e-mail, TV) and posting of security awareness items.
Executive/senior level messages to staff regarding security (e.g., staff meetings, broadcasts to all users by
agency head).

Use of metrics (e.g., to indicate a decline in security incidents or violations,?? indicate that the gap between
existing awareness and training coverage and identified needs is shrinking, the percentage of users being
exposed to awareness material is increasing, the percentage of users with significant security responsibilities
being appropriately trained is increasing).

Managers do not use their status in the organization to avoid security controls that are consistently adhered to
by the rank and file.

Level of attendance at mandatory security forums/briefings.

Recognition of security contributions (e.g., awards, contests).

Motivation demonstrated by those playing key roles in managing/coordinating the security program.

When information security programmes are necessary

External factors

New laws.

New government.

National awareness day and/or week.

New national, regional or local basic information security programme for citizens.
Etc.

N &K

| Internal factors

New laws and regulations relevant for the organisation.

New security policy and/or strategy.

Updates or changes in information security policies, procedures, standards and guidelines.
New technology implementation.

New employees, contractors or outsourced personnel working in-house.
New management.

More automation.

Basic information security training for all personnel.

Product portfolio.

Launch of new products and services.

Launch of new systems.

Acquisitions, mergers and divestitures.

Recent security breaches, threats and incidents.

New risks (1°).

Certification.

Etc.

RN RN VR VAR
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Fig.1 Phishing overview, adopted from Cloudflare (2020)

®cle)

V)

i “' ASIAN INSTITUTE OF DIGITAL AND INNOVATION






seauatuauysel (Final Report)
Tassmsdnvhantlnenssussans nesdanisnesining

AMANUIN A NE15USENBUNISaUNUNUAUIAINda1UnenssuaeAns
Y29N83URYYIN1INaIINIng (RTARF EA)

®

—4_ Enterprise Architecture

asunamsdamaniagnssuavAns
n2VUYBINMSNaNWIng

(QUU3UA 23 WOumAU 2565)

viudarmamUasgnssuavdns (RTARFEA)ua.nn.

oulasomswarnlpsvaswwusnudunalulagasauna
Us=9100uUSLNU W.A2564

unaualog

AIDI

Asian Institute of Digital and Innovation

1) lvTiaL‘hlaualthHuwmswéaumuua:Wcuu1naoﬁfymmsnaoﬁwlnuaj DIGITAL HQ + PROMPT HQ
1La: SMART HQ (RTARF Digital Transformation Roadmap)

2) WalhiauoanUagnssuavAnsnovUdBINISNDVAWING (RTARF EA)

) oele
—% ASIAN INSTITUTE OF DIGITAL AND INNOVATION



Feuatuanysal (Final Report)
Tassmsdnvhantnenssussans nesdgyainisnesining

L)
o,
* HUVAUUIBISOUAVRLINSUAULLN Sunsiuluans:ahAtuamUagnssupvAnS
navUrysIMsnavnwing (RTARF EA)
- Lis)
as:=ahAny 2

1) ns:wsumsditunufshun twamsdarhamioenssuavins naoungnmsnaviwing

2) WKEBMSWATURULA:WAILINDVUNBIMSN2VNRWINSd DIGITAL HQ + PROMPT HQ

Ua:SMART HQ (RTARF Digital Transformation Roadmap)

3) mwssuamUagnssuavAns navUnuuINMsNaVRWINg (RTARF EA) La:ASDULUIMONISaVNU

®®O

ASIAN INSTITUTE OF DIGITAL AND INNOVATION Q“




seauatuauysel (Final Report)
Tassmsdnvhantlnenssussans nesdanisnesining

_)

annAdauAQ
(Future Scenario)
LWuUnuasIsNs
v
n unis| u
(Process)
Uoya A>WUan0se
(Data) molsuas
WUsunsuy (Cyber
(Applica on) Security)
Iasvaswowugiumoadna
(Digital Infrastructure)
= uAamns
(Human Resource)
anmtasgnssuavAns (WUgiu) anUagnssuovAns (WIKUNY)
Enterprise Architecture (As-is) Enterprise Architecture (To-be) 5
(LBNSIWHIDBUUASY) (1jowliu Cross-Function)
asavuudAaHanlunIsnunNduULKNUUHUGs1MS U 2566-2570 @I) %I

ars=anndluuwulnuasisns

Sanus:avAHan Why we :
X 2 I Y N e -
(@M2UANIAIKOHAIRYMSUDEUDIDVANS) Purpose exist Impast to Stakeholder Society & Country.

SdonAtua:Us:avd ------ > ision & Go N - » Outcome 2MNDVANS
(auoHnendavussaua:anald) v n & Goals aspire to v
wWusfio ______
‘ - Outcome VUS>
*

(60w)
USROS .y > Strategiclssues & Strategies How we will - 5 Olitpit

ua:uuwmomswown G INNS:UIUNU
< = achieve it %
(UsztGuua:uudnmomswouun) e

e 1#1. - 1 .
uwuou/Iasomsdrdey - > Initiatives & Action Plan ‘ > output
AR !
(uwuvu/lasomsardey) Nnlasoms

AWLANGIWAGIAN MINUNUUAUGSIBMS aUULGY
+ Dmsnundudaqus:avAndn IWaa:NaunauA1/IHqHauHomsTogjuavavAns
+  @wnsnjaua:Us:ijunadugnsusounus [ nolus:au Impact, Out & Outp
« _iimsfmHuaUsidumsiann iisdakudarusvuudmMomswanualasonisddng

Boo:goull
FWNSN2DNLUULA:USUUSINSUDUIU (Work Flow) ludnuchoa IRt0U Cross-Function JogWadwssuriu ua:0 PDCA
aWsadAs1H Jasduanuddguavlasomscoa s dudamsussasanus: A0AYROWUSAIvS IO
AWISOTOHUIORLUBIASIMSCOY IFa00Ado0RunsaUMSIaassouUsnlahedu
FWNSIYILIRMSTNENaOUAUFUGS WS UD0 UNNN avlUgorLbeduasvldagvnsaunau dawu tius:uu 6

JCIﬂUS aonua.mum

Objectives & KPI
(3anUs:avA ua:hddas:Aunaaws)

MUWUSAD)

0O 0 0o

—% ASIAN INSTITUTE OF DIGITAL AND INNOVATION

olc)



Feuatuanysal (Final Report)
Tassmsdnvhantnenssussans nesdgyainisnesining

unuUfiRs1enis nasdywinisnasining
5202 5 U (@ W.A.2566-2570)
‘ dnquizasivan :
ysumsnasiniveieuntlossulnsvasuszna dsdlidmnaoiuninvesuni
- iilamnuawguuazaaiiaiusnmuesisnn Ussutu uasUsanavi

A

mupuasdnnsmauanin Windausestudognmulivngvuvy
wasynili shemmiumly Ussauaeanday wivuiunsedu 1ty

¥
msgauivaIndsy

maufushndsudunzerainde
fntremmAeuy Sendsann sasosdnnmnnd

misnasdns sesjsgmaduosimmimimnizge R

2

ASIAN WSTITUTE OF
OGTAL AND INOVATION

ns:ucumsdyamambasnssuadvAns novUrsIMsnavnwine

gnsmaasua

wwundunmeldensmansud uwumsufguds:ana nsauukuwaLIASUZAdua:doau uHoua
ulaunsua:urus=austhdennuiuAduHEI G WwABEe - Basa

wWUUUGs M s:0:5 U (wA2566-2570 ns:nsoonailsy
uasunus=aun 3 lussesi 2 (WA2566-2570) Sua

ihHnemMswasu

\‘

Uav nmw
aueaznioIma - =
1) SarhamdaenssuavAns 4) SarhWuwaded
e (Architecture Blueprint)
naulnymsnavnwing
(RTARF EA: To-be)

BULUSONIASUTTD =
mswoauun

inalulagadna

mswasunlaonmomsidoo fAussnaudoe

2) Panuuuadnauwaawasu (Digital Platform) uwunudndulasoms

%' uassspsom 8) Sarhshousuu
w3aunsauouUSsHLIY duinalulagddnia
3) Sarh Technology Reference Model {Action Plan)
ua: Standard Profile i

noudrysImsnaoriwing

ulgug NOMUIY LRUDIU NSBULLIDMIONISWOULY
dumswasuninaluladadiavaousana

amUaenssuavAnsnaodnguimsnaoriwing Ad
oy

wamsdndunumuuwuliotnmsadianaolingsims
nauriwine Adagitiu

1S ASIAN INSTITUTE OF DIGITAL AND INNOVATION @"‘



seauatuauysel (Final Report)
Tassmsdnvhantlnenssussans nesdanisnesining

1 ns:uduMsANTuUUAKIULY IWDMISSarhamUaenssuavans navungimsnaonwlng
2) lmmnamswéalhma:vhmnaomwmsnaoﬁwm DIGITAL HQ + PROMPT HQ
a: SMART HQ (RTARF Digital Transformation Roadmap)
3) mwscuamiaunssuavans navdtysIMsnavniwlng (RTARF EA) Ua:NsauLudINoNIsavnu

e

misifoulovithHnesmsasuruna:waungasnavovnooUrysimsnavniwing

16

UgmsdSamamiUasnssuavdins ua:msiuvinasuamiasnssuavAnsFnsUHUG

s:@:71 1: DIGITAL HQ s:@:71 2: PROMPT HQ s:0:71 3: SMART HQ
(U 2565 - 2570) (U 2571 - 2575) (0 2576 — 2580)
Intelligence + Automation

Foundation & Data Link Creation Pattern Recognition + Algorithm Realization

ASUAN INSTITUTE OF
DXGITAL AND INNOVATION

L Wwwe
mswWasurmunawaugasna
vovnvUyTIMIsnovniwing
(RTARF Digital Transformation Roadmap)

amiaenssuoodns 0 2566-2570 | amiaenssuoorns 0 2571-2580

amuasnssumsaidunu (Business Architecture)

amiasnssudius:uunuua:lusunsuus:gnd (Application Architecture)

] | WuWged
{ 1
; @mUasnssu amuUaenssududayaasauna (Data Architecture) ) (Arcitectias S eprint) S
! DvAns . mswauun uwuupuams
| (Us:18uduTech) N = — inAlulagadna dwunalulad
i amUaenssuduinalulagua:lasvasiowugiu (Technology Architecture) i

3 ) (ActionPlan)

amiaenssudiuanuuavUanonelus:uuadna (Security Architecture) H U2V
| n2VUNIEINS
navnwing
| naln
! msdulndau womemsiiuquaanUaenssuavAns (Enterprise Architecture Governance)
| amUaenssu ua:ulsueduadna
ovAns
i Jarhlasvaswavdns ua:yaansdunalulagadsia
msujua =

! (Us:1Budhu Non-Tech)

.............................................................................................................................

@) @6
_I)l ASIAN INSTITUTE OF DIGITAL AND INNOVATION



Feuatuanysal (Final Report)
Tassmsdnvhantnenssussans nesdgyainisnesining

nsaugu:ﬁnﬁﬁaq'lﬁu vavndvUyTIMsnavnwinelumsmHuuailiHng
miswasuriuna:waung DIGITAL HQ + PROMPT HQ ua: SMART HQ

mm. asususaanifiefuil

s oo tme KPI
il Digital Int fimmisnnidanasueuaiia
=i amzwmdauaunn
8 Digial JOS s s amaseuntiol/
il Digital DSS omnsaiiamneRlg
1Ju Paperless Office ussdnrsusiansldonlulad
il Digital Administration -
ADVANCE HQ

fnmduufamunofon
muaaldmaoatulafiindu
finudeuiauividuas
rovauaanifekunauiiuna
wroli
nuqulafudysimisofae
omnlulad Al

W A TuszvudJuanasiu
vy

A7UVIDNAUITIUVI NS
omnlulaBitérdukoomase

fnzvunmdsdulsdalui

nsaunUDACTEIAL UavndVUNTIMsnDvNwInglumsmKualUHNG

mswa‘wurhuua:vicumg: DIGITAL HQ + PROMPT HQ lla: SMART HQ

unagUfuiwrnisdvurinug DIGITAL HQ (Executive Summary Transformation To DIGITAL HQ)
Wnnng Action Plan 2563 2564 2565

D
Decision

s lasfuthzinm

Support
System
1

Ao

il

T S

o
2%

BT

whiszamn

HTERRAEEA
o

O - S

ORE ASIAN INSTITUTE OF DIGITAL AND INNOVATION



seauatuauysel (Final Report)
Tassnmsiavheanlnenssuesins nestymnisnesinlneg

nsautdllnﬁoﬁﬁaghﬁu vaunavlrysimsnaviiwinelumsmuuaithHing )
msasuriuna:wang DIGITAL HQ + PROMPT HQ ua: SMART HQ |||
oA AT
MULTINATIONAL PEACE AND
PROFESSIONAL OFFENSIVE CAPABITY HUMANITARIAN ADMINISTRATION
un.aun. frrunduiioarin un.ym. iarumunIoBagn
Tumsdnnemsiau T T i ® fianuaanialunidway
= pundou = Youos myhumdnmneRlumsie
= iadosilondon i ‘ LAt
= msflemimaynomiand
= szuuauniou S Aerabams Soft Porer = Undagmnandnilonrin
Shooter (AUN.MANM) 2 v
vuududeunonnam
= yiwldarunumieagnsnis = fmmgniowsiu
ADUAUDITINGTIUALIUIM = ymnesranhliTneld Al
Wuiedaaile
RAPID AND REAL TIME THREAT AWARENESS SYSTEM
RESPONSE
- = . - = g - - @)
nsauuu:nnmsIUatluu'IUIla:wcumgaonnsmna {us:duus:inAua:s:auana Il
1

ANsUs=L0UAIUWSDUAUAINAUD vHUDEVIUMASY lag dWnviuwaunsguiadana (DGA)
(Digital Government Maturity Model)

Factors

Initial Developing Integrated Optimizing
(E-Government) (Open) Ful ot +
Policies and ; -
Compliance
- - mpliance ransparency
Digital Capability nefficient Elementary
S p sl _—_
Smart Back
Basic Co-ordinated
Office
Secure &
Efficient Obsolete Fundamental
Infrastructure

Digital
Technology Outdated Standard
Practices 124

@) ORE&
—# ASIAN INSTITUTE OF DIGITAL AND INNOVATION



Feuatuanysal (Final Report)
Tassmsdnvhantnenssussans nesdgyainisnesining

AsavnUdAaMsWagsuniuna:wanngavAansadnalus:duus:inAuazs:auanna @)l)i
1
ANSUS-I0UADIUWSDUAIUGINAUD VK LDEUMASY la8 Gartner
(Digital Government Maturity Model)
Smart
Fully Digital
Data-Centric
Open
E-Gov.
Maturity 1 2 3 5
Level Initial Developing Defined Managed Optimizing
vaeroun | RS Lo |G
Channel Portal Government as a Truly Automation
Strategy platform multic replaces portals
Leadership CIO/ICTO coo Departments
Tec"":‘ogg! SOA open .g::. Open any data Thingsasdata  Smart machines
s:"""gg Mixed Rm:‘:d Multisourced Partner-sourced Outsourced
Number of data- % data from % decrease of
Key Metrics % servicesonline % open data presgliedimg things R
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* 5:0U 3 OMisAHUQUAULELTHLNE (Defined)
* 5:U 4 fid MSAIUALLA:USHISIOMSIA (Managed)
* 5:0U 5 A MsIaua:usounald (Measured)

Level 4: Managed
Managed e measired Erteiss Archhects process

o
Level 2: Under Development .

Enterprise Archtecture process s under develcpment

Level 1: Initial
informal Enterseise Archiacture process undenwsy|

Level O :None
No Entarpnse Archtachre program

Architecture Capability Maturity Model (ACMM)
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msuUs:ius:auanuwsSaulumswasinamiagnssuavANSMULIASTIUYDY ACMM

(Architecture Capability Maturity Model)

Uszlauwonsan

1) as:uoumsanUaenssu (Architecture Process)

2) mswaanamuaenssu (Architecture Development)

2 3) AnuiGauleomossio (Business Linkage)

4) MSOEUUUDIHUSHIS (Senjor Management Involvement)

5) MisiausIu{us-AUKLDBUTUA (Operating Unit Participation)
6) Msdaasanmaenssu (Architecture Communication)

7) AnwtiuAvUasariemotnalulagansautna (IT Security)

8) msmuquaamuoenssu (Architecture Governance)

9) gnsmansaumsavnuia=sosinAlulagansauina
ar & Acqusition egy)

asavuudAalumsiiHua EA Governance Udv Un.nn.
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UKL Value Creation 1a-HaNMS RTARF EA
NagnNsEA

1U7KLNe EA Digital HQ & Digitalization

N18UDN: DGA Digital Gov Framework, Security ua-auq
UWUUAUaSIBMS

JeU UBUIA Ua:HaNMSUDY To-Be EA

Business Architecture
Application Architecture

Data Architecture
Technology Architecture
. nou Cyber Security Architecture
*  RTARFEA Governance Committee i
+  RTARF Digital Policy Committee ! JarhEA Wulsnans
*  RTARFDigital Committee uaay ] J0a5 LWOUWS
4 | 1a:daiu LWOdUAU
+  RTARFIT Organization (Aug :
tnAy, guelnsy, AusTsIWas) *  nagmimsduialiou EA
wouleo s pM‘QA
lugmsunua +  Law & Regulation Reform
. Digital Plan
*  HRPlan
¢ Budgeting
*  Change Mgt

aamu Implement EA
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5)  msiWuUs:ansn1w Joint Digital Service Platform
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AuznsIINsIRNAvIateys fiuuinitoya gildnlddeiudoya
(Data Governance Council) (Data Steward Team) (Data Stakeholders)

Tasesadressnniviadeyanaig (Data Governance Structure)

gnflos msufou (Dullegdy Sumiaande Snvmrwidudnyeaa Foulos uvssTomd
madansiiflumsuazarudiisvessaninadeyamaiy

(Data Governance Metrics/Success Measures)

M3 (Plan)

MIU{UR (Do)
wmumlunu nginausivatoyn N1IATIVABY TAKA UAXTIBIN
sinfiviadoyn fewioyn ulswietioyn (Check, Measure and Report)
(Data Goverance (Data Definition) mmmw‘ nriupTanivnatoya

Environment) Data Policies)

(Continual Improvement)

nIzvuNIsIINAvatoyaniady
- o 4 v ¥ = X
umuua:ngmnmwmm'ﬁmnuungn (Definition and Rules)

(Data Governance Processes)

D WhReMsWasuruLa:WauLnavUtuIMsnooAwlned DIGITAL HQ + PROMPT HQ
wa:SMART HQ (RTARF Digital Transformation Roadmap)

2) mMwsouanUagnssuavAns NovUtuEINISNVAWING (RTARF EA)
3) uwWuMSWasuru (Transition Plan)

4) msmnuQuaamUagnssuovAns (EA Governance)
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Head of Data Science and Al
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Al Applied
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Chief Information Officer
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Agile — Scrum Framework
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Agile — Scrum Framework
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Burndown Chart
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Project Retrospective
Project Vision Epics User Stories Meetis
[
S— i Sprint Planning
] Meeting
Visual Paradigm
Release Plan
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Application / Digital Solution Development

IBM Developer

Learn in-demand skills, build solutions with real sample
code, and connect with a global community of developers

Proficiency with programming languages

Code is written in programming languages such as SQL, Java, C++, or

Python. Programmers aren't expected to know every programming
language in existence, but it would be beneficial to be proficient in at least
two languages to increase your employment and career opportunities. Most
programmers typically decide on an area of specialization and then learn the
programming language that is most appropriate for that field.

Learning concepts and applying them to other
problems

The ability to learn concepts and apply them to other problems is an
essential skill for programmers. This is especially useful when writing
cascading style sheets (CSS), for which styles are applied to a web page's
top-level, and then cascade to the other elements on the page.

Mathematical skills

Many aspects of programming require an understanding of math beyond
the basic level. To become proficient at programming, you will need to have
a thorough understanding of algebra and arithmetic

Problem-solving capability

Code is often written to solve a problem. You will need to have the ability to
identify problems and come up with the most efficient ways to solve them
via programming.
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Communication skills

Programmers generally spend most of their time working solo in front of a
computer. However, many situations require you to communicate with other
programmers and team members, especially when working on large or
complex projects. Excellent communication skills will enable you to work
effectively with others and to share ideas and solutions.

Writing skills

As a programmer, you will also need to communicate your work or
processes to other people from time to time. Often, processes and results
will have to be communicated to other workers who may not have the level
of programming knowledge that you have, Therefore programmers need to
have good written skills.

Inquisitiveness

The most effective and successful programmers have a talent for figuring
out how something is done and finding ways to do it more efficiently. A
healthy degree of inquisitiveness will help ensure your consistent growth
and development as a programmer.

SKILLS FRAMEWORK
FOR ICT

GENERIC SKILLS
& COMPETENCIES.

TM: =

Koty

sleLfﬂAM sG

Computational
Thinking

Creative
Thinking

Communication

Virtual
Collaboration

Transdisciplinary
Thinking

Teamwork

Service
Orientation

Sense
Making

Resource
Management

Problem
Solving
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E’,‘:’; Digital
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@' Global
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“ f Leadership

[ 3<% 3 Lifelong

288 Learning

Managing

Diversity

_I)“ ASIAN INSTITUTE OF DIGITAL AND INNOVATION

blo&




Feuatuanysal (Final Report)
Tassmsdnvhantnenssussans nesdgyainisnesining

Data Management / Data Analytics / Data Visualization
: 1 IBM Analytics
mmm‘\ n' The Data Science Skills
b Competency Model
iy A blueprint for the growing
data scientist profession
2

What skills does a data scientist need

to be successful?

oat st atthe
statistics, comp d dom:

expertise. It comprises three distinct and overlapping areas:

1 Statistics, to model and summarize data sets

2 Computer science, to design and use algorithms

The data scientist engages in or leads the Al enterprise
workfiow, as shown in Figure 1. They must.
~ Understand the business opportunity
~ Work with data engineers and the IT department
to find the right data sources
~ Prepare data and build ML and specialized Al models

Data Management / Data Analytics / Data Visualization

The Data Science Skills Competency Model
102018, 18M built the first Data Science Apprenticeship
program in the United States. As part of the program, Ana
Echeverri, Director and principal leader for Al Skilis Learning
and Certification at 1BM, developed a transparent blueprint
dofining the skills competencies required for a data scientist

- Assistin opor

This used for.

4 Model building. This stage is the core of the data science
execution, where ditferent algorithms are used to train the
data and the best algorithm is selected. A data scientist
should know:
~ Multiple modelling techniques
~ Model validation and selection techniques.

data scientist the

'
N

Retran Measuro Monitor and Doploy best
Retire modet success manage adel

Figure 1. Al enterprise workflow

skills—and the ability to visualize data, extract insights and
communicate the insights in a clear and concise manne.

2 Data science foundation. A data scientist must be able to:
~ Characterize a business problem
- Formulate a hypothesis
- Demonstrate the use of methodologies
in the analytics cycle
~ Plan for the execution

of the organization - Recruitment useof t insi
ok o W AR et — Measur success and commonicate thet back ~ i development g s gt o by o s
ight questions and 1o put the answers in context t5the bisiness = Joboxpectations
An ML model it's
Other skills often missed are: This model, approved by the U.S. Department of Labor, can Integrated into an existing production environment and
- Leadership be found in the Competencies and performance criteria section used to make business decisions. Deploying a validated
— Toomwork of this paper. It's organized into the following seven areas, model t y
- Communication g skl results is a key skill
workflow skills:
6 Big data foundation. Organizations deal with large volume
‘Statistic i of ed A must
n this area are focused on the knowledge of key statistics demonstrate understanding of how big data is used, the
Business Find data Explore and data Train ! and its major components. The data
opportunity sources Visuatize data Feature enginoer data moceis and making predictions. Further, job candidates must have scientist must also demonstrate expertise with big data
Ftaora i

platforms, such as Hadoop and Spark.

7 Leadership and professional development. Data scientists
must be good pr solvers. the
opportunity before implementing the solution, work n 3
rigorous and complete manner, and explain their findings.

ist needs of

analyzing business risk, making improvements in processes
and how systems engineering works.

In addition to detailing the competencies, the model provides
Candi d

of 9

for successtul implementations.

usable data sets, the key competencies required are:
~ Identifying and collecting the data required

- Manipulating, transforming and cleaning the data
A " y
with data anomalies such as missing values, outtiers,
unbalanced data and data normalization.

g as graduate
programs, or a set of courses in a massively open online
J—can

measurement system.

blob
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